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DIVISION OF STUDENT AND STAFF SERVICES

Business Rules - Spam Act Compliance and List Management 
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1. Background

These business rules have been written to assist in the design of training for ITS Help Desk staff and University ‘list managers’ who will use the new list management system.  The new system and associated business procedures are designed to ensure that the University complies with the provisions of the Spam Act 2003 (Cth) (“The Spam Act”), and to provide University staff with better list management software and business procedures.

2. Primary Business Rules 

The University’s guidelines on the use of email are set out at http://www.adelaide.edu.au/policies/?37.   These business rules do not replace those guidelines, but establish a framework for managing University email lists in accordance with the Spam Act.

3. The requirements of the Spam Act (extracted from the Guidelines for Email Use by Staff)

1. All email messages that you send from your University of Adelaide email account must comply with the Spam Act. You must be aware of the requirements of the Act, which you may view at http://www.comlaw.gov.au/
2. Under the Spam Act you must include accurate and up to date contact details in every message you send. Instructions for doing this are available at:

http://www.adelaide.edu.au/ITS/email_disclaimer/instructions.html (Netscape Messenger)

http://webmail.adelaide.edu.au/userguide/options.shtml#signature (Web Mail)

3. The Spam Act distinguishes between commercial and factual electronic messages. Under the Spam Act, whether or not a message is a commercial electronic message will be determined by the purpose for which it was sent. For example, the following would be commercial electronic messages:

3.1. unsolicited commercial electronic messages offering to supply, advertise or promote goods/services (for example, promotions, special offers, and product updates) or business opportunities; or

3.2. factual electronic messages that provide a link to a commercial website, including email newsletters, updates, and bulletins.

4. The Spam Act applies to the sending of all electronic messages, but is particularly relevant to the sending of commercial electronic messages to email address lists. Under the Spam Act you may send a commercial electronic message only if:

4.1.  the consent of the recipient can be construed, a functional unsubscribe facility allows the recipient to withdraw their consent at any time, and any requests to unsubscribe are actioned within 5 days; or

4.2. the message relates to goods and services supplied by the University of Adelaide and is sent to current or former students, or members of current or former students’ households.

5. Under the Spam Act you must not supply, acquire or use “address-harvesting software” or use address lists generated from this software. “Address-harvesting software” is software that searches the Internet for email addresses. For further details, see the Act.

6. The sending of any emails outside of these guidelines is not authorised by the University and you may be held liable for any breach of the Act if you send such emails. You must therefore take appropriate action to ensure that your emails comply with the Spam Act.

7. The Spam Act sets financial and other penalties depending on the severity of the breach of the Act. For further details, see the Act.

4. University of Adelaide email lists

Two types of lists can now be set up for use within the University:

· Mandatory membership lists –from which members cannot unsubscribe.

· Voluntary membership lists - from which recipients may choose to unsubscribe.

Voluntary membership lists must be used for commercial messages.  The Spam Act exempts Universities for commercial messages about their services sent to current or former students (under the Spam Act these are called “designated commercial electronic messages”). These can be sent using a mandatory membership list. Commercial messages about the services provided by affiliated bodies, such as the University Union or Bookshop, are not exempt. 

Mandatory membership lists may be used for:

· Commercial messages to current or former students about University products and services.

· Messages from the University to its employees, affiliates, title-holders and contractors unless the primary purpose of the message is to promote, sell or advertise goods or services for which  the recipients of the message are asked to pay.

· Messages promoting internal training courses for which the University meets the cost.
Links to pages within the University web site can be included in messages unless the primary purpose of linking to the web page is to promote, sell or advertise goods or services for which  the recipients of the message are asked to pay.


(See Appendix A for a table showing how these types of lists relate to the Spam Act requirements)

5. Non-University lists – e.g. learned societies and professional bodies

To ensure compliance with the consent provisions of the Spam Act, staff who maintain such lists should:

1. send an annual email to members of the list seeking their consent (known as a ‘confirmation of consent email’ in the Spam Act) to continue to receive emails from the learned society or professional body. (see Appendix B for a template ‘confirmation of consent’ message)

2. allow recipients to unsubscribe from the list. (see Appendix C for the unsubscribe text that should be included in every email)

6. List management authorisation and training

1. List Creation and authorisation of list managers

Executive Deans, Heads of Schools and Branch Heads will authorise the creation of a new list, and authorise who is responsible to them for the management of lists. The organisational structure will be used as a basis for such authorisation. For example:

1. The Vice-Chancellor will authorise the creation of ‘all staff’ and all students’ lists, and nominate the list manager(s) for these lists.

2. The Executive Dean of a Faculty will authorise the creation of an all Faculty staff list, or a list of all students enrolled in programs in a given Faculty, and nominate the list manager(s) for these lists.

3. The Head of a School will authorise the creation of a list of School staff or a list of all students enrolled in courses provided by that School, and nominate the list manager(s) for these lists.

4. The Branch Head of an administrative area will authorise the creation of a list of all staff in that area, and nominate the list manager(s) for this list.

5. The Team Leader of a work group will authorise the creation of a list of all staff in that group. The Team Leader could also set up the list so that any staff within that work group can send to the list.

Lists of students in each course are created in MyUni, and course instructors are automatically authorised to access and configure these.  (A proposal to cease the use of the duplicate course lists created in the LDAP directory is being considered by the University.)

Each list must have a person nominated as list manager, and there should be a secondary or backup list manager who can perform list management functions in the absence of the primary list manager. 

Authorisation of list managers is done using the List Creation Authorisation form, which is available on the ITS web site.  

This form is signed by the appropriate Executive Dean, Head of School or Branch Head, and submitted to the ITS Help Desk.  ITS Help Desk staff then configure the list management software to give the list manager access to the email lists specified on the form.

2. List Manager Training 

Before list managers can be given management access to lists they must complete a short training course conducted by ITS.  The course will cover the requirements of the Spam Act and how to manage lists using the Mailman list management software.  

List managers will be able to set up their lists using a range of options appropriate to the purpose and membership of the list.  Options include:

· Who is able to send to the list 

· Who can join voluntary static lists

· Whether or not members can unsubscribe from the list

· Whether or not posts to a list are moderated by the list manager or a moderator

.

7. List naming convention

List name examples:

	List Name
	Address Format

	All students mandatory membership list
	allstudents@list.adelaide.edu.au

	All students voluntary membership list
	allstudents-v@list.adelaide.edu.au

	Roseworthy library staff:
	roseworthystaff.library@list.adelaide.edu.au

	All Faculty of Science academic staff:
	academicstaff.sciences@list.adelaide.edu.au

	All Faculty of Science staff:
	staff.sciences@list.adelaide.edu.au

	AUU stewards:
	stewards.auu@list.adelaide.edu.au

	International student email list:
	internationalstudents@list.adelaide.edu.au

	Overseas Students' Association Council:
	osacouncil.auu@list.adelaide.edu.au

	2004 Union Board:
	unionboard.auu@list.adelaide.edu.au

	All ITS staff:
	staff.its@list.adelaide.edu.au

	Waite postgraduate students:
	waitepostgrads.sciences@list.adelaide.edu.au

	Waite postgraduate research students:
	waitehdrpostgrads.sciences@list.adelaide.edu.au

	All undergraduate students in the School of Law:
	undergrads.law@list.adelaide.edu.au

	Alumni who graduated with a Bachelor of Science degree in 1990:
	1990bscience-v.alumni@list.adelaide.edu.au

	Newsletter to SA branch of Aust Society for Microbiology
	newsletter.saasm@list.adelaide.edu.au

	Voluntary School of Molec and Biomed Sc Daily Bulletin
	dailybulletin-v.mbs@list.adelaide.edu.au

	Federation of Immunological Societies of Asia-Oceania and the Australasian Society for Immunology conference advice
	conference.fimsa@list.adelaide.edu.au


List naming rules

1. 
A list address will be made up of an audience descriptor and an organisational unit, except for all student/all staff and other lists where the University itself is the organisational unit.  Such lists will only include an audience descriptor (for example allstudents@list.adelaide.edu.au or allpostgrads@list.adelaide.edu.au).

2. 
The first part of the address will be the audience descriptor and will refer to the specific recipient audience. Where this can only be described with more than a single word or abbreviation, these will be run together without any separator marks. This audience descriptor may therefore comprise:

· The campus (only used when absolutely necessary because no other part of the address will make this clear, and it is absolutely necessary to ensure that the correct recipients are defined); AND/OR

· The recipient cohort – eg students or undergrads or postgrads or hdrpostgrads or staff or academic staff; OR

· The committee or body – eg unionboard or osacouncil; OR

· The purpose of the list – eg newsletter or conference.

3. 
The second part of the address, listed immediately to the left of the @, will refer to the organisational unit such as:

· The Faculty or Division – eg Sciences or DSSS; OR

· The School or Branch – eg Law or ITS; OR

· The section within a School or Branch, eg a discipline, or a work group – eg Politics or DMS; OR

· The Society – eg fimsa.

4. 
For voluntary membership lists, the audience descriptor will be followed by a designation to identify them as such. This will take the form of “-v”. (Mandatory membership lists will not be marked as such.)

5. 
A date will not be included in the list address, except where the intended audience is year specific such as alumni in a specific year. Committee type list addresses would remain the same from year to year, but the membership will be updated.

8. Deletion of email lists

Email lists may be deleted in one of two ways:

1. Authorisation using the List Deletion Authorisation form, which is available on the ITS web site.  The form is to be signed by the relevant Executive Dean, Head of School or Branch Head. See Appendix E.
2. The ITS Help Desk will conduct annual audits to identify those email lists that have not been used during the previous year, and request authorisation to delete the list from the relevant list manager(s), Executive Dean, Head of School or Branch Head.

9. Support

3. The ITS Help Desk staff will be able to create lists and access the management functions of all lists.  

4. The ITS Help Desk will provide support to list managers, and escalate unresolved incidents to the Operating Systems and Services team, ITS.

5. List managers (including secondary list managers) will provide support to list members, and escalate unresolved issues to the ITS Help Desk. 

6. The ITS Help Desk will provide support to list members in the absence of the primary and secondary list managers.

7. The Operating Systems and Services team, ITS, is responsible for the administration of the list management system, and for the resolution of incidents that cannot be resolved by the ITS Help Desk.

Appendix A: Summary of Spam Act requirements and types of emails

	
	
	
	
	
	
	

	Spam Act Category
	University Email List Category
	Description
	Unsubscribe Required?
	Consent
	Contact Details
	Examples 

	Factual electronic message
	Mandatory membership list that cannot be unsubscribed from.  To be used for delivery of University information to students and staff.
	The primary purpose of the message is to communicate facts, NOT to to promote, sell or advertise goods or services.
	No
	Not required
	All mail must contain accurate contact details of the sender
	Mail to all staff about Enterprise Bargaining.
Mail to a group of students about course requirements

	Commercial electronic message
	Voluntary membership list that can be used to advertise goods and services to staff and students.
	Messages primarily intended to promote, sell or advertise goods or services, or to link to sites that do.
	Yes
	Required, but initial consent can be inferred for staff and students based on relationship with University.  Consent should be written into the agreements signed on enrolment and appointment. 
	All mail must contain accurate contact details of the sender
	Mail from affiliated body, eg Student Union, with links to AUU site.
Inside Adelaide email newsletter to all staff (contains links to commercial sites, can contain commercial offers) 

	Designated Commercial electronic message
	Mandatory membership list can be used
	Applies only to emails about University goods or services sent to current or former students or members of students’ households. (Mail to staff or from affiliated bodies is not included in this category)
	No
	Not required
	All mail must contain accurate contact details of the sender
	University mail to alumni advertising post-graduate programs. (Mail from the Student Union about Union services is not exempt)


Appendix B: Confirmation of consent message

“This email has been sent to you on behalf of (INSERT NAME OF GROUP or SOCIETY) by (NAME and position)

The purpose of writing to you is to confirm that you wish to continue to subscribe to our mailing list, and receive information via email, including newsletters, invitations and other communications from this email address. 

To remain on our distribution list you do not need to do anything. If you do not reply, we will continue sending you relevant information.

If you would prefer not to receive further messages from us please click on the following link: <INSERT URL HERE>.  Please note that you can unsubscribe at any time.”

Appendix C: Unsubscribe message for each email

“To unsubscribe from this email list, and no longer receive the messages sent to members of the list, please click on the following link: <INSERT URL HERE>”

� EMBED Word.Document.8 \s ���









Page 1



[image: image2.wmf] 

_1209558436.doc
[image: image1.png]THE UNIVERSITY
OF ADELAIDE

AUSTRALIA







