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1. Document Purpose

The purpose of this document is to outline the Incident Management process and provide
definitions of individual processes outlined in the Incident Management Process workflow. As
such, this document will act as a reference point for anyone requiring information on this
process.

If necessary, it will be re-issued following any agreed changes to its content. Each new version
will be approved prior to release.
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3. The Incident Management Process Within ITS

Incident management aims to provide continuity of service to users and customers by
restoring or providing a particular service as soon as possible. An incident is any event which is
not part of the standard operation of a service which causes, or may cause, an interruption to
or reduction in the quality of that service (failure), or, a request for the provision of a
particular service (service request).

3.1. Typical failures

Computer unable to boot

Printer unable to print

User unable to login to email

User unable to access internet through proxy server
Desktop application not working.

= =4 —a -8 9

3.2. Typical service requests

Password reset

Account creation

Installation of new application

Installation of new printer

Request for access to a particular system.

E

3.3. Objectives

1 Resolve incidents quickly
1 Minimise adverse impact on business operations
1 Improve the ownership, tracking and escalation of incidents throughout their lifecycle.

3.4. Rules

All incidents will be logged into the Touchpaper system

All ITS staff will be able to log incidents

Time spent on each incident will be recorded

All faults and failures will be reported via the Service Desk

Incident closure must be confirmed with the user

The Service Desk is responsible for monitoring incidents and keeping users informed of
progress

1 Maintain incident record details throughout lifecycle.

= =4 -4 _a_a_2

3.5. Inputs

1 Incident details sourced from Service Desk, ITS staff, email or self service portal
1 Resolution details

1 Workarounds and fixes from Problem Management

1 Configuration item details from the CMDB

1 Key performance indicators and targets.

3.6. Outputs

1 Resolved and closed incidents
1 Customer communications
1 Operational and management reports.

3.7. Activities

1 Incident detection and reporting
1 Classification and initial support
1 Investigation and diagnosis.

Version 2.0 Incident Management (PD1) ITSM
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1 Resolution and recovery.
1 Incident closure.

4. Incident Record Keeping

Throughout the lifecycle the incident record must be monitored. This allows the customer and
Queue owner to be kept informed. Incident record keeping actions would include the
following:

Update history details

Modify status

Modify business impact / priority

Record time spent and costs

Monitor escalation status.

E
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5. Incident Management Process Flowchart for ITS

Incident Management Process for ITS Version G
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6. Process Workflow Description

6.1. Customer reports incident
9 Customer contacts ITS helpdesk via telephone, email, fax or self service portal.

6.2. Incident detection and recording

1 The incident is logged into the relevant ITSM tool.
1 Customer details are captured i.e. name, number, department.
1 The incident is given a unique reference number.

6.3. Supported customer or service

1 Determine whether the customer is supported by ITS by referring to the ITS Supported
Customers webpage.

1 If the customer is not supported, determine if the service is supported.

1 If the customer and the service are not supported by ITS, refer them to their local
computing office or manager and close incident.

1 If the customer and or service are supported then proceed to step 4.

9 If the customer is a commercial customer refer to the procedure in Appendix 2.

6.4. Classification

1 Service Desk assigns a priority to the failure or service request based on the relevant
priority matrix
1 The failure or service request is categorised.

6.5. Service Request

T If the job is classified as a service request, then refer to the relevant service request
procedure
1 Close incident upon completion of service request procedure.

6.6. Priority 1

1 If the job is classified as a failure and meets the criteria for a Priority 1, then refer to
the relevant Priority 1 procedure (see Appendix 1)

6.7. Known error or problem

1 The incident record is checked against the known error database and matched against
the problem record database. If a match is found the incident record is linked then
workaround or fix is applied, where applicable, at Resolution, Recovery and Recording.

6.8. Investigation and Diaghosis

1 Gather information from customer
1 Attempt diagnosis.

6.9. Problem record criteria met

1 If incident record meets problem criteria, link the incident to the existing problem
record or create new problem record and update customer.

Note: Problem criteria are to be defined as part of the Problem Management process
specification

Version 2.0 Incident Management (PD1) ITSM
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6.10. Refer to 2" level support

T If the incident cannot be resolved at the Service Desk, the Service Desk staff can re-
assign the incident to another team for further investigation and diagnosis.

6.11. Resolution, recovery and recording

1 A solution or workaround has been applied
1 All data and other components are recovered.

6.12. Incident resolved

Set incident status to resolved

Update Knowledge base where applicable

The Service Desk will communicate with customer via automatically generated email or
via telephone to advise that the incident has been resolved.

E R

6.13. Customer confirms resolution

Customer confirms or otherwise resolution of incident

Confirmation can be verbal and incident closed directly after the status of resolution is

applied if handled by Service Desk

1 Customer is emailed when incident set to resolved status, advising the incident will
automatically close after 3 days unless ITS are contacted

1 If customer does not agree incident is resolved, return to step 8 in the process flow.

E |

6.14. Feedback

1 Send the customer a link to the survey if appropriate. The target and frequency of the
survey is to be determined by the incident management process owner,

6.15. Close Incident
M Set incident status to closed.

Version 2.0 Incident Management (PD1) ITSM
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7. Incident Classification

Incident classification is the process whereby incidents and problems are identified by origin,
symptoms and cause, enabling service desk staff to determine what type of support the
customer or user requires. Classification consists of two components:

1 Prioritisation - a priority matrix is applied to the incident which determines the
timeframe and level of response required to resolve the incident

1 Categorisation - provides a means of identifying what appears to have gone wrong,
why it has gone wrong and what component is faulty. Categorisation helps to route
incidents to the correct group, allow reports, and match the incident to the known error
database or problem record.

Incidents are first classified as either failures or service requests, which allows separate priority
matrices to be applied. The incident is then categorised. Each categorisation string can have a
default (suggested) assignment group which removes some of the guesswork about where in
the organisation a particular incident needs to be assigned. The assignment group can be
changed if the incident needs to be passed to another team or is incorrectly categorised
/assigned.

Service Request categories are based on the ITS Service Catalogue which is owned by
Business Administration Services. The Service Catalogue presents a high level overview of the
services ITS offer, the team that owns the service, and the time ITS undertake to fulfil the
request. The Touchpaper service request categories give a more detailed breakdown of service
catalogue entries, primarily due to reporting requirements.

There are numerous models that can be used for categorisation. No model is more correct
than the other, so each organisation should select a model that best suits its needs.

7.1. Why CTI? (Category / Type / Item)

1 CTIis an ITIL and industry standard form of incident categorisation

1 Some of the biggest ITSM vendors recommend it (BMCRemedy)

T Al'l ows more detailed reports as the ite
simplistic)

1 Well suited to the more technical nature of the ITS Service Desk (i.e., ITS Service Desk

i's not a Al og a-n80% df mlbipcidents gree nesalved at point of call,

therefore the technical nature of the issue is often known)

Can be used for Problem and Change management

Requires no major changes in thinking for Service Desk and business staff

Allows reporting flexibility (items can be added\removed to report in greater\less

depth)

1 Service Request\Failure classification decision point is at the beginning rather than the
end of the categorisation string- logical and means incidents are less likely to require
reclassification.

E R

7.2.ITS Incident Categories

Please refer to Appendix 1 for a full list of the ITS categories.

All changes to the ITS Service Catalogue should be aligned with the Touchpaper service
request categories. Categories are currently based on Version 4.0 of the ITS Service
Catalogue. Any changes to the Service Catalogue should be communicated to the DMS Service
Desk Administrator.

Version 2.0 Incident Management (PD1) ITSM
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8. Category Definitions

The category model adopted as part of the ITS Incident Management process specification
comprises the following main category types. These categories are not organisation specific
but are intended to represent the core services that ITS offer. Different teams can be assigned
incidents from the same category.

8.1. Business Services

Services provided for the specific needs of the business. (ie; not on the desktop) Examples of
Business Services include:

1 Account management

1 File access

9 Print quotas

1 Maintenance of business system applications required for finance, human resources,

administration and teaching such as Peoplesoft, Trim, Research Master, MyUni
1 Internet and Calendar access.

8.2. Client Services

Services provided for the support of client hardware and software (ie; on the desktop)
1 PCs, Macs, printers, accessories
1 Operating systems, core applications, area applications
91 Audio Visual services.

8.3. Infrastructure

Services related to servers, patching, and data protection, including:
1 Hosting
1 Server Maintenance
1 Server Patching
1 Data Backups and restores
91 Host database, DHCP and DNS.

8.4. Data and Voice

Communications network infrastructure, such as:

Desk and mobile telephones

Voicemail

PABX changes

Network cabling and configuration

Provision of other communication devices such as PDAs.

E N I

8.5. Information Security

Concerned with the security and appropriate usage of University IT systems, including:
1 Firewall configuration

Email filtering

Desktop patching

Appropriate usage

1
1
1
9 Viruses and other threats.

Version 2.0 Incident Management (PD1) ITSM
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8.6. Application Support

Provision of training and certification in University applications and some business systems.
Application support requests are always service requests.

1 Application queries

1 Training and certification

1 Course development.

Version 2.0 Incident Management (PD1) ITSM
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9. Priority and SLA Matrices

Defining priority is an important aspect of managing incidents. Priority identifies the relative
importance of an incident, based on impact and urgency, and dictates the amount of effort put
into the resolution and recovery from incidents. This is for failures only; service requests will
have a pre-defined priority which should not be changed (however, service requests can be
escalated by the customer).

SLA clocks run during business hours only. Current ITS business hours are 9am to 5pm
weekdays, excluding weekends and public holidays.

9.1. Priority Matrix Table (Failures)

IMPACT
HIGH MEDIUM NORMAL
HIGH 1* 2 3
S
(o)
m
S | MEDIUM 2 3 4
=<
NORMAL 3 4 Gk
Notes:
1 * An immediate and sustained effort using all available resources until resolved (Priority
1 process)

1 ** ITIL recommends a priority of 5 here, however ITS use 5 for custom service
requests only (timeframe negotiated with customer)

9.2. Urgency

Is an assessment of the speed that an incident needs resolution. When determining urgency
the following factors should be taken into account:
1 Available functionality - If the customer is unable to do any work, then this will have a
higher urgency than if some work is able to be undertaken
1 Core Business Service - an activity that has a direct financial, brand or security impact
on the business organization will have a high urgency
9 Support Service - an activity that directly supports the execution of a core business
service, medium urgency
1 Non-urgent Service - an activity that does not directly support a core business service
and is not time sensitive. Normal urgency.

9.3. Urgency Rating Table

URGENCY DESCRIPTION

Normal Customer is able to work. Little or no
functionality is unavailable\non urgent
service.

Medium Customer is able to work. Some functionality
is unavailable\support service.

High Customers ability to work is severely
impeded\ core business service

Version 2.0 Incident Management (PD1) ITSM
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9.4. Impact

Reflects the likely effect that the incident will have on the customers business. There are
several factors that should to be taken into account when determining impact:

1
1

1
1
1

Number of users effected: the higher the number, the higher the impact

Financial considerations: for example, a single user needs to send an email for a
research grant but cannot

Can be altered by VIP status; for example a Head of School

Is there a workaround?; if so, this lessens the impact

What is the effected service; if global such as email, then this is a higher impact than a
local database access or application issue.

9.5. Impact Rating Table

Notes:

f

IMPACT DESCRIPTION

Normal Does not significantly impede business\single user

Medium Restricts ability to conduct business\group of
users

High Cannot conduct core business\entire site

ITS aim to resolve most failures at the first point of contact. Therefore, most priority 3
and 4 failures, that do not require an onsite visit, will be resolved immediately by the
Service Desk

Only Service Desk Administrators will be able to manually override priority levels

9.6. SLA Matrices

ITS and the business have agreed to various timeframes to respond to and resolve incidents.
These timeframes are dependent on the priority value derived from the priority matrix tables
outlined previously. The failure and service request matrices are based on the assumption that,
where applicable, the incident related to university standard hardware and software. Resolve
times may be potentially longer for non-standard hardware and software failures.

9.7. Failure Resolve Time Matrix

Priority Time to Respond Target Time to Resolve
1 5 minutes 80% of calls resolved in 2 hours
2 5 minutes 80% of calls resolved in 8 hours
3 5 minutes 80% of calls resolved in 2 business days
4 5 minutes 80% of calls resolved in 5 business days

9.8. Service Request Resolve Time Matrix

Priority Time to Respond Target Time to Resolve

1 same day 80% of requests resolved within 1 business day

2 2 days 80% of requests resolved within 4 business days

3 2 days 80% of requests resolved within 8 business days

4 2 days 80% of requests resolved within 15 business days

5 2 days Non-standard service request, to be negotiated with

customer
Version 2.0 Incident Management (PD1) ITSM
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9.9. Time to Respond

Time to respond refers to the time it takes ITS to acknowledge an incoming customer request
and log an incident. For an email request, this is the time between receipt of the email and the
sending of the automatic reply. For telephone queries, this is the time between the call
entering the Service Desk queue and the pickup of that call and logging\saving of an incident
record by a Service Desk staff member.

Response times can be reported on if required by areas.

Notes:

1 Defining customer expectations is important for handling and communicating response
and resolution times

1 SLAs will not always cover all circumstances and occasionally predefined priorities will
be overridden, leading to escalation ahead of agreed times

1 All customer requests should be assessed on its merits. If demands for action are out
of control of the Service Desk, then Service Desk staff should escalate to the Service
Desk Administrator in the first instance.

9.10. Escalation Matrix

Escalation assists in the timely resolution of an incident. An escalation is often an automated
notification based on SLA clock, and can be initiated by the customer, the service desk, or an
area within ITS.

There are two types of escalation.

FUNCTIONAL

Functional escalation is the process whereby an incident is transferred from 1% to 2™ line
support and occurs primarily where there is a lack of knowledge or expertise. ITS currently
practice functional escalation through re-assignment of incidents to other teams, and is
therefore not included in this specification.

HIERARCHICAL

Hierarchical escalation takes place during the resolution process, when it is likely that the
incident will not be resolved within the target resolve time as specified in the SLA. A matrix
based on failure and service request resolve times is used as a basis for determining
hierarchical escalation points.

HIERARCHICAL ESCALATION MATRICES

Priority Target time to resolve 1%t Escalation (YELLOW) 2" Escalation (RED- SLA
breached)
1 2 business hours Priority 1 process
2 8 business hours 4 business hours 8 hrs
3 2 business days 12 business hours 2 business days
4 5 business days 4 business days 5 business days
Failures hierarchical escalation matrix
Priority Target time to resolve | 1 Escalation (YELLOW) | 2" Escalation (RED- SLA
breached)
1 1 business day Priority 1 process
2 4 business days 3 business days 4 business days
3 8 business days 7 business days 8 business days
4 15 business days 14 business days 15 business days
Service Requests hierarchical escalation matrix
Version 2.0 Incident Management (PD1) ITSM

13




10. Customer Escalation
In some cases, it may be necessary for customers to contact the Service Desk to advise of a

change

in status, escalate the urgency of, or contest the resolution of an incident. In such

cases, the customer should be advised of the following escalation path:

1
1

1

E |

Contact the relevant ITS Helpdesk and ask them to follow up on the request for you

If you are still not satisfied with the service provided, contact the relevant Helpdesk
and ask to speak to the Helpdesk Administrator

If you are still not satisfied with the service provided, contact the relevant Helpdesk
and ask to speak with the Team Leader.

If you are still not satisfied with the service provided, contact the relevant Helpdesk
and ask to speak with the Manager

If you are still not satisfied with the service provided, contact the ITS Helpdesk and ask
to speak with the General Manager.

1st level escalation is a colour change in the Touchpaper incident screen; the incident
will be highlighted with a yellow bar at a predetermined point during the agreed SLA
period. This will give a visual indication of priority and allow incidents to be actioned
accordingly, with enough time remaining to action the incident

2nd level escalation is triggered by an SLA breach. The incident will appear red, and
email notifications will be sent to Queue owners\and or team leaders. It is proposed
that a weekly report of breaches be sent to ITS managers

Failures and service requests have different matrices due to different SLA timeframes.
Where possible, the Service Requests and ownership document will be used as the
basis for determining specific timeframes for specific service requests
Escalations\notifications should be kept to a minimum

Custom requests: we have yet to determine how we will handle custom request
escalation (priority 5 in the Service Request priority matrix)

Version
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11. Incident Status and Closure Codes

11.1. Incident Status Codes

Status codes are used to determine the current status of an incident and are used for
reporting purposes, assisting workflow and modifying the SLA clock (for example, if an incident
has With 3 partyd st at us t hie stopped). Statusescused in ITS Incident
management are:

OPEN
The incident is logged and assigned to a group.

RESOLVED

This status code can only be set at box 12 of the Incident Management process flowchart. All
ITS staff will be able to set an incident to resolved status. This indicates that ITS believe the
incident has been resolved but requires the customer to confirm. This status stops the SLA
clock.

CLOSED

This can only be set at box 15 of the Incident Management process flowchart. Only members
of the Service Desk group and Service Desk administrators will be able to directly close
incidents. Incidents can only be closed with the direct confirmation of the customer, or
automatically after a set period of time has elapsed. This status indicates the customer and
ITS believe the incident is resolved.

WITH 3%° PARTY

The incident is waiting on input\solution from an external party or parties. This status stops
the SLA clock.

WITH CUSTOMER
The incident is waiting on input from the customer. This status stops the SLA clock.

IN WARRANTY
A warranty call is required or has been placed with the vendor. This status stops the SLA clock.

11.2. Incident Closure Codes

Closure codes are applied at incident closure and are primarily used for reporting purposes. It
has been determined that ITS do not require specific closure codes at this point as the
categories and assignment queues will allow sufficiently detailed reporting.

Version 2.0 Incident Management (PD1) ITSM
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12. Roles

12.1. Process owner

The incident management process owner is responsible for reviewing the incident
management process and making recommendations for improvement.

12.2. Service Desk Administrator

Management of Priority 1 incidents, and also acts as the Queue owner for the Service Desk.
Service Desk Administrators can change incident priorities if circumstances permit (ie,
customer reports they have a workaround, thereby lowering the priority), and are able to close
incidents.

12.3. Service Desk
Able to close incidents.

12.4. Queue Owner

The formal establishment of a Queue owner role has been proposed by the ITSM project in
order to make the best use of the new ITSM tool by improving the way ITS manages incidents.
This role has already been adopted by some teams within ITS, and management have agreed
to extend this to all teams.

A Queue owner is the person responsible for the management of the assignment queue in
their area. Queue owners should be available from 9am to 5pm and have a person in the
backup role. They do not necessarily require technical expertise.

Adoption of Queue ownership throughout ITS, in concert with the implementation of
Touchpaper, is expected to deliver substantial benefits in terms of meeting SLA targets,
providing an escalation point, ensuring incident record quality, reporting, improving inter-team
communication, and making best use of limited resources.

SUGGESTED SKILL SET

Awareness of the services offered by their team

Focus on customer service

Ability to coordinate staff activities

Solid understanding of the business needs of the University
Good communication skills+

E

RESPONSIBILITIES

1 Quality checking the details of an incident, for example, incident description,
categorisation, customer details

Prioritisation and assignment of incidents to technical specialists within their team
Assignment of incidents to the correct queue or back to the Service Desk Review queue
if wrongly assigned or fails quality check

1 Contact point for Service Desk escalations, initiated either by Service Desk staff or
customers

Contact point for other queue owners for escalations, queries etc.

Managing workload within team via incident assignments

Ensuring incident records are regularly updated.

Ensuring KPIs are being met.

Generating reports as required by team leaders and managers.

Working closely with other queue owners to discuss incident management issues and
improvements

1 Contact point for Priority 1 incidents

E

=4 =4 -4 _a_a_-2

Version 2.0 Incident Management (PD1) ITSM
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13. Assignment Queues

Assignment queues are groups of people who will be resolving incidents. Each functional area
within ITS will have at least 1 assignment queue. Categorisation strings will have default
(suggested) assignment queues which will assist the Service Desk with routing of incidents to
the correct workgroup.

When assigning Incidents, the Service Desk, via the automatic assignment of jobs using the
categories, will assign Incidents into queues down to the ITS team level if the appropriate
queue exists. Where queues are more detailed the Service Desk will attempt to categorise
correctly, however it must be recognised that on occasion mis-categorisation will occur. These
incidents will be re-categorised / reassigned by the area queue owner. Where systemic issues
occur with incorrect categorisation, the relevant queue owners should communicate and
attempt to address the root cause of such issues.

13.1. Assignment Queue\Queue Owners Table
Please refer to Appendix 2.

Version 2.0 Incident Management (PD1) ITSM
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14. Key performance Indicators

Key performance indicators (KPIs) are clearly defined objectives with measurable targets used
to assess process performance. The effectiveness of the incident management process will be
measured on the following KPIs.

14.1. Percentage of Incidents Resolved Within Agreed Resolution Time
This value should increase as process efficiencies lead to faster resolve times,

14.2. Average Time to Resolve Priority 1 and 2 Incidents
A reduction in average time to resolve high impact\urgency incidents.

14.3. Percentage of Incidents Bounced

This is effect i \nedents retgpesicemadc gteo of he Service De
This value should decrease as the Service Desk become more effective at recording, classifying

and categorising incidents.

14.4. Percentage of Incidents Closed by 1% Level Support

This tracks the percentage of incidents resolved at first point of call (ie, never get assigned to

other teams). This value should increase as Service Desk staff receive training, the knowledge

base is populated, and service requests procedures streamlined.

14.5. Percentage of incidents iRe opened o

This will be the percentage of incidents which ITS believe are resolved but the customer

di sputes. | e, a change in incident status from

ficl osedo. This value should decrease.

14.6. Customer Satisfaction

Will be tracked via the Survey Centre module. An email with a link directs customers to a web
page. ITS can extensively customise this survey and who it is delivered to.

Version 2.0 Incident Management (PD1) ITSM
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Appendix 17 ITS Category Model

Note: numbers in brackets on the Service Request items denote business days to resolve. i N WC o
denotes Negotiate with Customer, which is a Service Request priority of 5.

Classification

Category

Type

Item

Assignment Queue

Failure

Business Services

Calendar - Oracle

No access

Application Services

Student Accommodation

Site Unavailable
Functionality issue\error

Online Applications
Online Applications

Finance system

Performance
Database

Online system
Batch processing
Reporting

Application Services
Application Services
Application Services
Application Services
Application Services

Human Resources System

Employee Services Online
Performance

Database

Online system

Batch processing

Application Services
Application Services
Application Services
Application Services
Application Services

Reporting Application Services
Student Admin system Performance Application Services
Database Application Services

Online system
Batch processing

Application Services
Application Services

Reporting Application Services
Research Systems Functionality issue\error Application Services
Animal Ethics Application Services
Human Ethics Application Services
Database Application Services
Records Management - Functionality issue\error Application Services
Trim Database Application Services
Other Application Services
MyUni Functionality issue or error Online Applications
Database issue or error Application Services
Access Online Applications
Enrolments Online Applications
Configuration issue Online Applications
Email Functionality issue or error 0SS
Access 0SS
Wiki No access Online Applications

Functionality issue or error

Online Applications

Streaming Media

Unable to access stream
Upload or processing issue
Recording CTA or portable issue

Online Applications
Online Applications
Online Applications

Student Employment

Site unavailable
Update issues
Functionality issue\error

Online Applications
Online Applications
Online Applications

Syllabus Plus Service Online Applications
University Web Site Database-Ultrasearch Application Services
Websearch Application Services

Website changes\issues

Service Desk

Access Adelaide

Student issues
Academic reporting

Application Services
Application Services

Purchasing Application Services
Elections Application Services
Performance Application Services
Online system Application Services
Maple TA No access Online Applications
Functionality issue\error Online Applications
Content management No access Online Applications
(Equella) Functionality issue\error Online Applications
Datawarehouse No Access Application Services

Functionality issue\error

Application Services
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Classification Category Type Item Assignment Queue
Failure Business Services File Group membership Service Desk
Home folder access 0SS
Shared folder permissions 0SS
Account Management Metadirectory Application Services
Active Directory 0SS
LDAP 0SS
NDS 0SS
Windows Computer Service Desk
Macintosh Service Desk
Oracle Internet Directory Application Services
Internet No access 0SS
Web traffic accounting Application Services
Print Student charging issue Application Services
Staff charging issue Application Services
Staff queue 0SS
Student queue 0SS
Print management Application Services
Client Services Hardware Windows Computer Desktop Support
Macintosh Computer Desktop Support
PDA Desktop Support
Printer Desktop Support
Other Not Listed Desktop Support
AV projector Audio Visual
AV control system Audio Visual
AV other Audio Visual
AV video conference Audio Visual
AV devices Audio Visual
AV microphones Audio Visual
AV user equipment Audio Visual
Software Operating System i Windows Service Desk
Operating System - Mac Service Desk
Operating System - Linux Service Desk
Office Productivity Service Desk
Email Service Desk
Calendar Service Desk
Internet Browser Service Desk
Anti Virus Service Desk
Finance system Service Desk
HR system Service Desk
Student administration system Service Desk
Records Management (Trim) Service Desk
Other Not Listed Service Desk
Data and Voice Voice Port Service Desk
PABX Service Desk
Cabling/outlet Service Desk
Phone Service Desk
Other Service Desk
Voicemail client Service Desk
Voicemail system Service Desk
Mobile Service Desk
PDA Service Desk
Data Network Building/floor VNI
Switch VNI
Network port VNI
Cabling VNI
IP camera VNI
Configuration VNI
Other VNI
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Classification

Category

Type

Item

Assignment Queue

Failure

Data and Voice

Wireless

Building/floor
Access point

Network Operations
Network Operations

Authentication Network Operations
Controller Network Operations
Client Service Desk
Conference Network Operations
Other Network Operations
Data Centre Troubleshooting Network Operations
Application Switching Network Operations
Switch Network Operations
Other Network Operations
Cabling VNI
External access VPN Network Operations
Dialup Network Operations
Other Network Operations
Information Network Firewall Information Security
Security Other Information Security
Patching Server 0SS
Desktop Desktop Management
Email filtering Spam\Virus failure Information Security
Mail delivery failure Information Security
Other Information Security
Web filtering Incorrect block Information Security
Incorrect allow Information Security
Other Information Security
Virus Individual Information Security
Minor (<10) Information Security
Major (>10) Information Security
Software\definitions Information Security
Other Information Security
Threats\weaknesses User reported Information Security
System reported Information Security
Other Information Security
Infrastructure DNS\DHCP\HDB Incorrect entry 0SS
Name resolution errors 0SS
Data protection Backup 0SS
Restore 0SS
Monitoring Alert levels 0SS
Failures 0SS
Hosted Services Commercial application services | OSS
ITS application services 0SS
University application services 0SS

Service Business Services Calendar - Oracle Resource and configuration Service Desk (4)
Request Add User Service Desk (4)

Student Employment Enquiry Online Applications (NWC)
Access request Online Applications (NWC)

Student Accommodation Enquiry Online Applications (NWC)
Access reguest Online Applications (NWC)

Records Management - Enquiry Application Services (NWC)

Trim Database Application Services (NWC)

Wiki (Intranet?) New Wiki Online Applications (8)
Access request Online Applications (4)
Enquiry Online Applications (4)

Streaming media Digitising and manual
processing Online Applications (NWC)
Enquiry Service Desk (NWC)

Syllabus Plus Service Application Services (NWC)
Enquiry Application Services (NWC)

Datawarehouse Enquiry Application Services (NWC)

University Web Site Web search (Ultrasearch) Application Services (NWC)
Database Application Services (NWC)
Website Application Services (NWC)
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Classification

Category

Type

Item

Assignment Queue

Service
Request

Access Adelaide

Student issues
Academic reporting

Application Services (4)
Application Services (4)

Purchasing Application Services (4)
Elections Application Services (4)
Performance Application Services (4)
Online system Application Services (4)
Maple TA Enquiry Online Applications (4)
Content management Enquiry Online Applications (4)
(Equella)
Finance system Enquiry Application Services (4)
Account Application Services (4)
HR system Enquiry Application Services (4)
Account Application Services (4)
Student Admin system Enquiry Application Services (4)
Account Application Services (4)
MyUni Course merge Service Desk (4)
Course copy Online Applications (4)
Content refresh Online Applications (4)
New course Online Applications (4)
Instructor assignment Service Desk (4)
Manual enrolment Online Applications (4)
Enquiry Online Applications (4)
Email Mail list creation Service Desk (4)
Mail list modification Service Desk (4)
Enquiry Service Desk (4)
Quota Service Desk (4)
File Group membership Service Desk (4)

Home folder access

Shared folder permissions
Shared folder space allocation
Network folder creation
Network folder space allocation
Information request

0SS (4)
0SS (4)
0SS (4)
Service Desk (4)
Service Desk (4)
Service Desk (4)

Database Admin

Refresh
Restore
Backup
New database

Application Services (4)
Application Services (4)
Application Services (4)
Application Services (4)

Account Management

Visitor access

New account
Metadirectory

LDAP

NDS

Active Directory

Oracle Internet Directory
Windows Computer

Service Desk (4)
Service Desk (4)
Application Services (4)
0SS (4)

0SS (4)

0SS (4)

Application Services (4)
Service Desk (4)

Macintosh Service Desk (4)
Internet Addition Service Desk (4)
Modification Service Desk (4)
Query Service Desk (4)
Print New staff print queue Service Desk (4)

Modify print queue

Service Desk (4)

Query Service Desk (4)
Research Systems Enquiry Application Services (4)
Animal Ethics Application Services (4)
Human Ethics Application Services (4)
Database Application Services (4)
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Classification

Category

Type

Item

Assignment Queue

Service
Request

Data and Voice

Voice

New voice service
Voice port activation
New phone lead
Extension relocation

Voicemail programming
Phone upgrade

New mobile phone
Polycom phone

Telephone programming

Service Desk (15)
Service Desk (8)
Service Desk (4)
Service Desk (8)
Service Desk (4)
Service Desk (4)
Service Desk (8)
Service Desk (15)
Service Desk (NWC)

Billing report Administration (8)
Telephone and voicemail
training Service Desk (8)
Directory updates Service Desk (15)
Mobile Service Desk (15)
Project VNI (NWC)
Information request VNI (NWC)
Other VNI (NWC)

Data Network New data point VNI (15)
New data lead VNI (4)
Data relocation VNI (8)

Firewall

New data outlet
Data activation
New switch

Project

Software update
Information request

Information Security (NWC)
VNI (15)

VNI (8)

VNI (NWC)

VNI (NWC)

VNI (NWC)

VNI (NWC)

Other Information Security (NWC)
Wireless Installation Network Operations (NWC)
Project Network Operations (NWC)
Conference Network Operations (NWC)

Software update
Information request
Other

Network Operations (NWC)
Network Operations (NWC)
Network Operations (NWC)

Data Centre

Data port addition
Application switching
Port configuration
Router configuration
Server install\move
Information request

VNI (15)

Network Operations (NWC)
Network Operations (NWC)
Network Operations (NWC)
VNI (8)

Network Operations (NWC)

Other Network Operations (NWC)
External access VPN Network Operations (4)
Dialup Network Operations (4)
Information request Network Operations (4)
Other Network Operations (4)
Information Network Firewall Information Security (NWC)
Security Information request Information Security (NWC)
Other Information Security (NWC)
Email filtering Usage report Information Security (NWC)
New domain Information Security (NWC)
Message tracking Information Security (NWC)
Information request Information Security (NWC)
Other Information security (NWC)
Web filtering Change request Information Security (NWC)
Usage report Information Security (NWC)
Other Information Security (NWC)
Patching Information request Desktop Management (4)
Testing Desktop Management (4)
Deployment Desktop Management (4)
Virus Virus report Information Security (4)
Software upgrade Information Security (4)
Information request Information Security (4)
Other Information Security (4)
Version 2.0 Incident Management (PD1) ITSM
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Classification Category Type Item Assignment Queue
Service Information Inappropriate usage Individual Information Security (NWC)
Request Security Information request Information Security (NWC)
Other Information Security (NWC)
Threats/weaknesses Software upgrade Information Security (NWC)
System reconfiguration Information Security (NWC)
Vulnerability report Information Security (NWC)
Information request Information Security (NWC)
Other Information Security (NWC)
Infrastructure DNS/DHCP/HDB Addition 0SS (4)
Modification 0SS (4)
Information request 0SS (4)
Storage Space allocation 0SS (4)
Information request 0SS (NWC)
Hosted Services Commercial application services | OSS (NWC)
ITS application services 0SS (NWC)
University application services 0SS (NWC)
System monitoring and Unix\linux 0SS (15)
reporting Windows\Netware 0SS (15)
Storage 0SS (15)
Information request 0SS (15)
Project Server installation 0SS (15)
Server software installation 0SS (15)
Server backup 0SS (15)
Virtual server installation 0SS (15)
Information request 0SS (15)
Data protection Modification 0SS (4)
Addition 0SS (4)
One off request 0SS (4)
Information request 0SS (4)

Client Services

Hardware Printer installation Desktop Support (4)
Accessory installation Desktop Support (4)
Relocation Desktop Support (4)
University recommended
computer installation <10 Desktop Support (15)
University recommended
computer installation >10 Desktop Support (NWC)
Non university recommended
computer installation Desktop Support (NWC)
Network registration Service Desk (4)
Wireless configuration Desktop Support (4)
Computer lab Desktop Support (4)
installation\upgrade Desktop Management (NWC)
Disposal Service Desk (15)
Inventory Service Desk (4)
Information request Service Desk (4)

Software Software borrowing Administration (4)
License request Administration (NWC)
Operating system upgrade Desktop Support (NWC)
Application and software
installation and configuration Service Desk (4)
Virus protection Service Desk (4)
Inventory Service Desk (4)

Audio Visual Placements Audio Visual (NWC)
Training\Demo Audio Visual (NWC)
Advice Audio Visual (NWC)
Event (booking) Audio Visual (8)

Video conference (Booking)
CTA upgrades
Non CTA projects

Audio Visual (4)
Audio Visual (NWC)
Audio Visual (NWC)
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Classification Category Type Item Assignment Queue

Service Application Support | Certification Data Warehouse Training (4)

Request Mailman Training (4)
Microsoft Access Training (4)
Microsoft Excel Training (4)
Microsoft Outlook Training (4)
Microsoft Powerpoint Training (4)
Microsoft Project Training (4)
Microsoft Visio Training (4)
Microsoft Word Training (4)
My Uni Training (4)
Oracle Calendar Training (4)
Peoplesoft Finance Training (4)
Peoplesoft Student System Training (4)
Syllabus Plus Training (4)
Touchpaper Training (4)
TRIM desktop user Training (4)

Content Development and
Delivery

Data Warehouse
Mailman

Microsoft Access
Microsoft Excel
Microsoft Outlook
Microsoft Powerpoint
Microsoft Project
Microsoft Visio
Microsoft Word

My Uni

Netscape Messenger
Peoplesoft Finance
Peoplesoft Student System
Syllabus Plus
Touchpaper

TRIM desktop user

Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)
Training (NWC)

Support Data Warehouse Training (4)
Mailman Training (4)
Microsoft Access Training (4)
Microsoft Excel Training (4)
Microsoft Outlook Training (4)
Microsoft Powerpoint Training (4)
Microsoft Project Training (4)
Microsoft Visio Training (4)
Microsoft Word Training (4)
My Uni Training (4)
Oracle Calendar Training (4)
Peoplesoft Finance Training (4)
Peoplesoft Student System Training (4)
Syllabus Plus Training (4)
Touchpaper Training (4)
TRIM desktop user Training (4)
Version 2.0 Incident Management (PD1) ITSM
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Appendix 27 Assignment Queue / Queue Owner Table

26

: Queue Managed Queues Phone
Section Team
owner\backup (groups) numbers
Desktop Service Desk and Paul Barrett Service Desk 5555
Management Telecommunications Brenton Ranger Service Desk Review
Services Kerry Burgess (TC)
Desktop Support Aaron Dean Desktop Support 35825
Sherry Proferes Desktop purple, green, Diverts to:
red, blue, Roseworthy, 0427 181 476
Waite
Projects Andrew Braker Desktop Management
Paul Moir
Audio Visual Damien Poirier Audio Visual TBA
Shane Cartwright
Production 0SS Gordon Ings 0SS TBA
Support Mark Larson
NOIS Jason Cook Network Operations 34422
Nathan Morelli Information Security
VNI Mike Clifford VNI TBA
Michael Katsikitis
Hans Muller
Shaun Strupis
Business Training Terry 06 Do n Training TBA
Systems Group Terry Hall
Online apps Andrew Naismith Online Applications 83130606
Chris Doherty
Geraint Draheim
Ian Roberts
Ryan Hattam
Application Support Lisa Boardman Application Services TBA
Brendan Stone
Michael Edser
Vu Luc
Peoplesoft Tech As for Application Application Services TBA
Support
DBA and Warehouse As for Application Application Services TBA
Support
Business Administration Leanne Rotumah Administration TBA
Administration Operations Leanne Green
Services Finance and Leanne Rotumah (F) Administration TBA
Switchboard Janet Howard (SW) Switchboard
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Appendix 371 Incident Management Reporting Requirements

Req.#

Report

Notes

1
KPI

SLA breaches: percentage of
incidents resolved within agreed
resolution time

-per team, individual, ITS, customer
(area, branch, faculty etc.), priority,
category, service request, failure.

KPI

Average time to resolve priority 1 and
priority 2 incidents

From the time it is logged, to the time
It [ s set to fAreso
-per team, ,individual, ITS, customer
(area, branch, faculty etc.), category,
service request, failure.

KPI

Percentage of incidents bounced

Indicates incorrectly categorised, or
poor quality record data.

Incidents assigned to the Service Desk
Review queue after a previous initial
assignment to another queue.
Incidents assigned back to the Service
Desk Review queue then re-
categorised.

-per team, individual, ITS, category,
failure, service request and overall

KPI

Percentage of incidents closed by 1st
level support

Percentage of incidents closed by
members of the Service Desk group
-per failure, service request and overall

KPI

Percentage of inci

Incidents which are changed from
status of rnAresol ve
except Acl osedo

-per individual, team, ITS

KPI

Customer satisfaction

Will be defined in more detail when we
have the Survey Centre module

-per team, individual, ITS, customer,
category

Average time of incidents in 1st level
support which are then escalated to
2" level support

Incidents not resolved by members of
the Service Desk group, against which
they have recorded time.

-per failure, service request and overall

Total hours spent and costs for
specific services

Will need to determine costs manually
from time recorded until we have
finance module.

-per category, incident, team,
individual, ITS, customer

Incident resolution per individual

Number of incidents resolved per
individual in a given time period
-per individual

10

Customer reports per service

-number of failures, service requests,
overall

-per category, customer (area, branch,
faculty etc.)

11

General statistics

-total number of failures and service
requests
-per priority, team, category
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Appendix 47 ITS Priority 1 Process

Priority 1 procedure v1.8 (updated May 07)
(T denotes interaction with the Service Management software tool
Motices Possible
o3 % @ p Priority 1 Incident
E o ES|E _
n c2 I Call Service Deok
%) g g o Administrator on 5555
o ® < or mobile 0422 009
= 389
L Re-classity
Service Desk and pass to Update Service Management sof_tware (T),
Administrator obtains Incident update outages website and inform
and logs details (T) Management Update outages customers of resolution
o Process (T) website with ETR &
© 3. update customers
= Update ITS as appropriate
D outages website Prepare
= and inform communication & "
E Is this a customers as seek Team Leader s ETR ° ests verfy service
g Priority 1 appropriate approvel > 30 minutes is fully restared? Close incident
4 Incident? 2 Customer (T}
5 vy 3 - r erifies restoration?,
)]
(@]
(0] F 3
= Refer to Assign to specialist
= Dlsssiar group (T} & notifly Set softwarg o Set software to Notify Service
(7] . — notify Service notify Service
0 Recovery appropriate Queue Desk (T) Desk of ETR (T) Desk Team
Manager Owner Leader
. 4
5. 9, 10. 7.
Is a review
v required?
2.
- Contact Service Desk Contact Service Desk
Q5 Accept ownership of Administrator within 10 [ - Ves
=3 c Incident and assign to g—Psminutes with Estimated Time l—] P '
e B3 technical specialist (T) to Resolve (ETR ) and ResTRDe? updlaie mefelenit Zmd
= mark as Resoled (T)
g O - update every 30 minutes
13 * A 22
e b= h 4
wn O h 4
QO T Team Leader co-
g Rater 1o ordinates
[}] Disaster Could this now anbropiate Befer for review
k= Recovery be a Disaster? ppropiate
L = . communication
= © e strategy
30 0. 2.
(= 3
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Priority 1 Incident Procedure

(Numbers refer to steps on the attached flow chart)

1. ITS team member or University System administrator notices or is advised of a Priority
1 Incident. This could be a result of the classification step in the Incident Management
process . A Priority 1 Incident has a critical business impact on a large number of
users, or has the potential to have this impact. An incident that will take a long time
to resolve, even though impacting a relatively small humber of users, could also be
classified Priority 1. These are examples of Priority 1 Incidents:

1 A business system (email, finance, student admin, MyUni etc) failure

1 Afaultin AV equipment in a teaching space that is required soon.

1 A data network or telephone failure that affects a large number of people or
student computing facilities

1 A suspected computer virus outbreak

2. ITS team member or University System Administrator immediately calls the ITS
Service Desk Administrator (SDA) via digital handset on 5555 or via mobile on 0422
009 389 to report the incident.

3. ITS SDA obtains all the information from the caller, logging the details into the ITSM
tool and provides the caller with an Incident Number for reference.

4. ITS SDA determines if the incident is a disaster or Priority 1 Incident.

5. If the incident could be classified as a Disaster (see Disaster Recovery Policy and
Procedures) the ITS SDA notifies the Disaster Recovery Manager.
not used
ITS SDA verifies that the incident is a Priority 1 Incident or just a local user issue.

8. If ITS SDA determines problem not to be a Priority 1 Incident then normal Incident
Management procedures are followed.

9. ITS SDA Notifies relevant specialist group on dedicated number to inform them of
Priority 1 Incident:

1 OS&S Windows 38090
1 OS&S Linux 38099
1 Networks TBA
1 Audio Visual 33958
1 Business Systems Group TBA

10. ITS SDA uses the ITSM software to notify all service desk staff of the Priority 1
Incident 7 Service Desk staff then log related calls against this incident.

11. ITS SDA manually updates the ITS outages website and informs relevant customers of
the Priority 1 Incident.

12. Specialist group Queue Owner accepts responsibility for the Priority 1 Incident and
actions using their defined team procedures.

13. Queue Owner notifies ITS SDA via 5555 or mobile 0422 009 389 and provides an
Estimated Time to Resolve (ETR) the incident using their defined team procedures.

14. ITS SDA notifies the Service Desk of ETR for resolution by updating the software tool;
Service Desk staff then pass this onto customers.
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15. ITS SDA updates ITS outages website with ETR and prepares communication for the
outages website. Communication to be uploaded to website on approval by an ITS
team leader or manager.

16.  Specialist group notifies ITS SDA via 5555 or mobile 0422 009 389 every 30 mins
with an update on incident.

17. If incident is longer than 30 mins to resolve ITS SDA notifies Service Desk team leader
(if not available then Desktop team leader then DMS projects team leader then
Manger DMS).

18. If the ETR is greater than 30 mins then the Service Desk team leader (or alternative
team leader) coordinates an appropriate communication to customers.

19. Service Desk team leader revaluates Priority 1 Incident to determine if this is could
now be a Disaster and if so:

20. Refers to the incident to the Disaster Recovery Manager.

21. When the Incident is resolved the Queue owner contacts:

22. Te ITS SDA on 5555 or via mobile on 0422 009 389, advises that the incident is now
resolved, and updates the resolution in the software tool.

23. ITS SDA uses ITS documented testing procedures to ensure that the service has been
correctly restored. ITS SDA also ensures that customer confirms service restoration.

24. ITS SDA notifies the Service Desk that the Priority 1 Incident has been resolved,
advises any steps required for customers to regain access to service, and updates the
ITS outages website.

25. If the verification tests indicate that the Incident has not been fully resolved, the SDA
refers it back to the appropriate specialist group Queue Owner.

26. ITS SDA closes the incident

27. ITS SDA or Specialist Queue owner determine if a review of the incident should be
requested to reduce the chances of the incident re-occurring. Managers and Team
Leaders can also request a review through the ITS SDA.

28. Team leader initiates Incident review.
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Appendix 57 ITS Commercial Call Procedure
Commercial Call Procedures
The procedure as follows is for Peregrine only and requires an update before Touchpaper go-

live Commercial customers will not have a code as they do now, authorised contacts will be
manually entered into Touchpaper. SLA agreements also need to be checked.

A spreadsheet of current ITS supported customers can be found here:
S:|Services Resources|ITS|Shared|Commercial|Access_Commercial contact persons
This list is maintained by Business Administration Services.

The support number is 8303 3334 (diverts to OS&S on call mobile between
6:00pm i 8:00am)

Commercial clients are companies outside of the University who pay ITS to host and support
various services. Because our commercial customers are businesses, it is important that we
follow these procedures to ensure a speedy resolution to any issues they may have. If you
are on the phones you must be logged into commercial call queue. Ensure that you log off of
this queue when you finish for the day, go to lunch or during your breaks.

Answering Calls
1. When a commercial customer calls the support number the commercial queue light
will flash and fAexternal o wil/|l di spl ay

2. Request from the client the company name.
3. Determine if the user is authorised to log calls. If their user name does not exist in
Peregrine then they are not authorised, advise them of the authorised staff.

The latest copy of our commercial contacts list is located at:

https://www.adelaide.edu.au/its/staffonly/customers/

4. Create a new Incident in Peregrine.

5. Request from client their organisation code. Select the correct organisation code in
Peregrine.
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6. Request username and contact details and log into the new Incident

7. In the description box, enter COMMERCIAL CUSTOMER as the first part of the
description. Then enter the fault description exactly as explained by caller.

8. Request from user the business impact of the incident (Priority 1, 2, 3 or 4). Log the
call using the ratings below based on the description of the incident and the business
impact to the customer. Priority levels are equivalent to Peregrine severity levels.

Priority 1 7 Critical: website down, applications totally unavailable
Priority 2 7 Urgent: functionality seriously downgraded

Priority 3 1 Normal: functionality downgraded

Priority 4 i Low: all other calls/ e-mails

O O OO

9. Log incident into DMS hold and advise customer of their incident number ie.
IM1xxxxx.

10. If a priority 1 has been reported, follow the ITS priority 1 procedure located at:

https://www.adelaide.edu.au/its/staffonly/policies/

11. For a priority 2 call the HDA on 5555 immediately to advise that a priority 2 incident
has been logged for a commercial customer. If unable to contact the HDA then
contact the Helpdesk team leader.

12. The HDA will assign this job from DMS hold to either the Network Operations, OSS
Unix, or OSS Windows queue using the following categories:

Category i Server

Subcategory: commercial clients
Primary Assign Group i OS&S Unix
Ph: 38099 or 0421 611 770
Escalation: Mark Larsen
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Category i Server

Subcategory: commercial clients
Primary Assign Group i OS&S Windows
Ph: 38090 or 0421 611 770

Escalation: Gordon Ings

Category i Network

Subcategory: commercial clients

Primary Assign Group i Network Operations
Ph: 0421 611 769 or 37001

Escalation: Lindsay Whitbread

13. For Priority 1 and 2 incidents, the HDA or Helpdesk team leader will advise the contact
for each of these assignment groups that a high priority incident has been assigned to
their queue. Priority 3 and 4 incidents are simply assigned to the appropriate queue
and will be actioned as per normal.

14. Commercial customer escalation process for complaints follows the defined ITS
escalation process at http://www.adelaide.edu.au/its/helpdesk/escalations/

15. For all incidents the assigned specialist calls the customer to confirm the incident is
resolved before closure.

Where requests are received via email sent to the helpdesk, these requests should be
handled by the specialist actioning open idle calls exactly as if they were received via
telephone and the HDA notify
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Appendix 61 Quality Review / Checklist

Quality Review

PD1i Incident Management Process

Quality Criteria Approved / Initial

Follow-up Actions Required

Action By Whom By When
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