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System Requirements

1 Microsoft Windows Vista
T A Computer witHoilt or external Wireless (802.11B/G) Support
1 Active Staff, Student or Visitor access to IT Sendddsivetisity ID No. 4234597

Wireless Configuration

1. Clickhe Network icon in the battorg ht hand corner of your screen

Not Connected

:. Wireless networks are available.
-,

Connect to a network
Network and Sharing Center

< 3 DG 1024 AM

Figurel.1- Opening the &works and Sharing Centre'

e OManage Wireless Networks option in t
e 0+Adddé buttoriguebove the | ist of wirel

[ [E=rET S

BT > Cortro P » Marage Wi Nevors - ) s )

Manage wireless networks that use (Wireless Network Connection)

‘Windows tries te connect to these networks in the order listed below. To change the order, drag a network up or down in the list. You
can also add or remove network profiles,

‘!}l Add | @' Adapter properties 2, Profile types  1& Network and Sharing Center @
Metworks you can view and modify (2) A
._h' illusion Security: WPA-Personal Type: Any supported Automatically con..
-
!-h raptor-mini Security: WPA-Personal Type: Any supported Automatically con...
a2,

2 items.

iﬂ!ﬂﬂ

Figurel.2- List of Cofigured Wireless Networks
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4. Choos® Manual |l y cr eteehdickaexthet wor k profil e
5. Enter the details as sedigurel 3, thenclick next i f O6WPA2 Enterprised is n

0
r
seleco WPA Enterprised with TKIP as the encryption

Enter information for the wireless network you want to add

MNetwork name: Uofa

Security type: ’WPAZ-Enterprise - ]
Encryption type: ’AES VI
Security Key/Passphrase:

Display characters
Start this connection automatically

[C] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.

Figurel.3- Creating the new wireless profile

6. Choos® Change nethemselactkh s ed $é anwrsidot y 6 tdatdlaracordecte nsur e

Security type: WPAZ2 Enterprise (or WPA Enterprise)
Encryption Type: AES (or TKIP for WPA Enterprise)
Authentication Method: Protected BA(PEAP)

Cache User Credentials: Ticked/Enabled

7. Click the settings button and enter the detail$icasgich paying special atten
serversd6 field and the Certificate List

Note You will need to have@BaddyClass Zertificatmstalledpydefault this is included with Windowsf Westeever this certificate is
not present, please read 65he 6Certificate Managementd sec:

Protected EAP Properties @]

UofA Wireless Netwark EmErﬁé _@ Vihen connecting:
- V| validate server certificate
Connection | Security | ¥;
||
|| Connect to these servers:
radius.adelaide. edu.au
Seaurity type: (weazEnterprize -
Trusted Root Certification Authorities:
Encryption type: [AES ']
[ ca.adelaide.edu.au -
[ Class 3 Public Primary Certification Authority
[ Entrust net Secure Server Certification Authority T
Go Daddy Class 2 Cerification Authority L
Choase a network authentication method: [7] GTE CyberTrust Global Root =
[M\crusoft: Protected EAP (FEAF) v] [ Settings... [ Microsaft Root Authority L4
Cache user information for subsequent connections 7 Microsoft Root Certficate Authority S
to this netwark ol " | ¢+
[]De not prompt user to autharize new servers or trusted
certification autharities.
Select Authentication Method:
Secured pasenord ([EAD-MECHAB v3) i | [ configure...
[] Enable Fast Reconnect
[] Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLV

Figurel.4- UofA Properties, ShowingetSecurity Tab
Figurel.5- PEAP Settings

8. Clickfigulbe ba€omn and untick 0 Aud opreadiskvokead dode thaxs e
then ok twice more to close the properties/



9. Momentarjlyballoorsimilar téigurel.6will appear, requesting additional connection information. Click the be
If you see a box simildigiare 1.then enter your University ID and pafswgmd domain left blankjstéad a
dialogue likegure Bclick OK to continue. Ifttaibon incessantly presents itself without connecting, please re
the trouble section of this guide.

Ak Additional information is required to connect to UofA.
“&=_ Click to provide additional information and connect

The Root Certification Authority for the server's certificate is:

Go Daddy Class 2 Certification Authority

If this is the correct certificate, dids OK to connect and you will not see
this message again. Click CANCEL to drop connection.

| User name: Staff or Student ID (ie. 21234567)

-

Password:

i View Server Certificate
Logon domain:

[]save this user name and password for future use

Figure 1.8 Accepting The Security Certificate

Figure 1.7Entering Your University ID and Password

10. You should now be connected to the wireless network, you canogezifinthifiby 6 N eSthvaa ri kn ga nCd
as illustrated in step 1

Note You will only have access to Adelaide University internal websites at this point, to get external internet gerpssxylease follo
configuration section of this guide.

@ -

Network and Sharing Center

AN e

DOTBOOK UofA Internet

View full map

Set up a connectio

Manage onnections (This computer)
Diagnose and repair
% UofA (Private network) Customize
Access Local and Internet
Connection Wireless Network Connection (UofA) View status E
! Signal strength: Excellent Disconnect

|2 Sharing and Discovery

Network discovery @ On @

File sharing @ On @

Public folder sharing @ On @
See also Printer sharing @ Off (no printers installed) @
Bluetooth Devices Password protected sharing & Off @
Internet Options Media sharing @ Off @ Pl
Windows Firewall

Show me all the files and folders 1am sharing ~]

Figurel.9- The Network and Sharing Centre, Showing a Successful connection
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Procy Configuration

Microsoft Internet Explorer
1. With Internet Explorerogett he o6 Tool s®é menu and choose 6l ntern

Live Search
»

Delete Browsing History...

]

Pop-up Blocker 3
Phishing Filter 3
Manage Add-ons 3
Work Offline
i Scarch Windows Update

fF:Z;S::rEgat:k:Qwers‘ty' - Information - a Full Screen F11
Menu Bar

de Toolbars 2

aide is one ustralia's
rrrrrrrr sities. Check out — Internet Options
about our latest research. EERERT - .

Figure2.1- Opening Internet Options

Gotdt he 6Connectionsé tab and choose OLAN Setting:
Tick the bhketse dtAuWmetadaageadmat i ¢ configuration sc
LANG6 is wunticked

4. In the Address field, ehntigr.//www.adelaide.edu.au/dgigest.pac

5, Click OK to close the O6LANM esrendti n@ptdi adnsad ogue an

wn

Figure2.38Configuring Proxy Servers

Your computshould now lmrigure foraccess to external webgitgsu can test this by attempting to visit an extern
websitsuch as Googleviw.google.com.au

Note: This configuration will allow you to access External websites via the University Network; howeverhgse pro
prevent access to websites while off campus, to restore weidetessioiversity please follow these steps:

With Internet Explorerogett he o0 Tool sé menu and choose 6l ntern
Gotda he 6Connections6 tab and choose OLAN Setting:
Untick the boxes 6Use autommvec tonfyguratAbNa sc
Click OK to close the OLAN settings6 dialogue an

pPwdE
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http://www.google.com.au/

