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System Requirements

Microsoft Windows 2000 Service Pack 4

A Computer with in-built or external Wireless (802.11A/B/G/Draft-N) Support

A 31 Party Wireless Application (Non Windows) that Support WPA2 Enterprise Security
Active Staff, Student or Visitor access to IT Services with a University ID No. (ie. A1234567)

Wireless Configuration

Note: As Windows 2000 does not support WPA/WPA2 Enterprise encryption within the operating system itself; a 3 party wireless utility is required to connect
to the University Wireless Network. Most wireless adaptors come with their own configuration programs which should support WPA2 security.

This guide covers the configuration of the University Supported Intel and Belkin wireless utilities — other utilities can be configured with the details listed under
‘General Wireless Settings’. If you require further assistance, please refer to the ‘Troubleshooting’ section of this guide

Note: Before completing this guide you should install the GoDaddy Class 2 root certificate, please refer to the ‘Certificate Management’ section of this guide for
installation instructions.

General Wireless Settings

Security Type WPA/WPA2 Enterprise

Encryption Type Protected EAP (PEAP)

Authentication Protocol MS-CHAP v2

User Credentials
Username Your University ID (a1234567)
Password Your University Password (Used for email access, etc)
Logon Domain Leave this field blank

Certificate GoDaddy Class 2 Security Certificate

Server radius.adelaide.edu.au

Intel Wireless Utility

1. Right-click the Intel Wireless icon in your system tray (the area next to the clock) ensure the WiFi is turned on then click
‘Configure WiF7’

® WiFi On
WiFj OFf

Connect to Profile  »
Add e evice

10:01 am

Figure 1.1 —Opening The Intel Wireless Utility
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2. Within the list of wireless networks, find UofA, select it then click ‘connect

Leave the details as automatically entered by the utility then click next

4. Enter the required details as per figurel.2 ensuring you leave the domain field blank and re-enter your University ID in
the roaming identity field, then click next

w

Configure WiFi Settings - Uofa 1[

Security Seltings

Specify the user credentials that are required for this network:.
Note: Your network administrator should know this information.

Authentication Protocal; IMS-CHAP-VZ ﬂ
User Credentials: IUse the fallaving ﬂ
User Mame: ISlaff or Student D [ie.a1234567)
Dramair: I
Paszword: I xxxxxxxx

Confirm Passward: I xxxxxxxx

Fioaming |dentity: |Staﬂ or Student 1D (ie.a1234567)
If pou want to zee additional settings click More. Note that
same of thase settings may not be valid far pour netwaork.

C ok ]

Figure 1.2 —Entering your University ID and Password

5. Tick ‘Validate Server Certificate’ and leave the option as ‘Any Trusted CA’. Leave ‘Specify Server or Certificate Name’
unticked then next

Configure WiFi Settings - Uofa x|

Security Settings

Select the certificate that the server uses duing the authentication exchange.
Mate: These parameters should be obtained from the spstem adrinistrator.

¥ ‘alidate Server Certificate

Cerificate |ssuer.

2 Cerlification Authority

W Specify Server of Certfficate Name

Server or Certificate Mamne: radiuz. adelaide.edu. au

€ Server name must match the specified entry exacty

@ Domain name must end with the specified ety

I you want ta see addtional settings click More. Note that
zame of thaze settings mayp not be valid far pour nebwark.

S T R

Figure 1.3 —Selecting a Security Certificate

6. Click OK to finish the wizard.

You should now be connected to the university Wireless Network, to verify this, open the Intel Wireless Utility again and check the
top of the window, it will advise of your current connection status.

Note: You will only have access to Adelaide University internal websites at this point, to get external internet access please follow the proxy configuration
section of this guide.



Belkin Wireless Utility for N1 MIMO (F5D8051v3) Wireless Adaptors

1. Right-click the Belkin wireless utility in your system tray (the area next to the clock) ensure the adaptor is enabled (if
enabled — there will be a menu option titled ‘Disable Radio’) then click ‘Open Wireless Utility’

YourConnectiol

Available Networks

Disable Radio
Exit

__%‘ 9:17 am

Figure 2.1 —Opening the Belkin Wireless Utility

2. Within the list of wireless networks, find UofA, select it then click ‘connect’

3. Click the ‘advanced’ button and select the ‘Wireless Network Properties’ window then enter the required details per figure
2.2

4. Select the ‘Authentication’ tab and enter the required details as per figure2.3then click ‘connect’

Connect ko a secure network il Connect ko a secure network il

Mame: {55100  Uofa

Encryption key: I

¥ Hex Key € Passphrase

Mickname:

| Uofa
{optional)

v auto-connect if this network is in range

wireless Netwark Properties | Authentication |

—Key

MNetwork Authentication:

[rata Encryption:

Key index {advanced):

¥ The key is provided Far me autormaticslly.

[wra |
.
|1 =i

[ This is a computet-to-computer {adhoc) netwaork;
wireless access points are nok used

™ Enable Cisco Client eXtensions For this network

Basic

Cancel

| Conneck I

Figure 2.2 —Configuring Security Settings

Mame: {55100  Uofa

Encryption key: I
¥ Hex Key € Passphrase

Mickname:

| Uofa
{optional)

v auto-connect if this network is in range

wireless Metwork Properties  Authentication |

EAP Method IpEAp j
TTLS/PEAP
[Tunnelled Authentication Protocol IMS-CHAF‘ Wz ﬂ |

—Username and Password
[~ Prompt For Username and Password
Domainiusername:

Password:

Zonfirm Password:

Loganiidentiby: I
fain |
Select Ve, . |
[ Walidate server certificate
Issusr: I Ay Trusked CA4 - ﬂ

[~ &llows Intermediate certificates

Server name: I radius, adelaide. edu, au

Basic | Cancel

| Conneck I

Figure 2.3 —Entering Authentication Details

You should now be connected to the University Wireless Network, to verify this reopen the Belkin Wireless Utility and check the

Network Status section.

Note: You will only have access to Adelaide University internal websites at this point, to get external internet access please follow the proxy configuration

section of this guide.
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Proxy Configuration

Microsoft Internet Explorer
1. With Internet Explorer open, go to the ‘Tools’ menu and choose ‘Internet Options’

7 The University of Adelaide - Australia - Microsoft Internet Explorer provided by The University of Adelaide

File Edit  iew Favorites | Tools Help
Mail and Mews

Synchronize...

Address I@j httpffwvve adelaid windows Lipdate

Shows Related Links
Sun Java Console

Reset Web Sel

Ihe University of Adelaide

Figure 1 - Opening Internet Options

2. Go to the ‘Connections’ tab and choose ‘LAN Settings’

3. Tick the boxes ‘Automatically detect settings’, ‘Use automatic configuration script’ and ensure ‘Use a proxy server for your
LAN’ is unticked

In the Address field, enter http://www.adelaide.edu.au/dig®st.pac

5. Click OK to close the ‘LAN settings’ dialogue and OK Again to close ‘Internet Options’

>

x| Local Area Network (LAN) Settings ﬂll

General| Secury | Privazy | Cantent Comnestions | Programs | Advanced |

—Automatic configuration

E g;&;‘ up an Intemnet connection, click Automatic configuration may override manual settings. To ensure the

use of manual settings, disable automatic configuration.
~Diakup and Virtual Private Network, seftings—————————————

Dial The Uriversity of Adelaide (D efaul) Add I Aukomatically detect settings
Remove [V Use automatic configuration script
Choose Seftings f you need to configure a prosy 5‘*‘&' B igest-
server for a connecion Address | http:ifwwiw, adelaide edu.au/digest
& Never dial a connection
" Dial whenever a network conneclion is ot present ~Proxy server
 alwaps dial my default connection
Curentdefaul, Dial The Uriversiy of fidelaie. [NGEIDETANT [ Use aproxy server for your LAM (These settings will not apply to
dial-up or ¥PM connections).
- Local Area Hetwork (LAN) seftings——————————————————— Address: | Fort; | Advanced, ., |
LiH Seftings do not apply o diabup connections. — LAN Setiings
Choose Settings above for dialup settings I Bypass proxy server for local addresses

ok | e | e | Cancel |

Figure 2.2 - The Internet Options Window Figure 2.3 —Configuring Proxy Servers

Your computer should now be configured for access to external websites — you can test this by attempting to visit an external
website such as Google (www.google.com.au)

Note: This configuration will allow you to access External websites via the University Network; however these proxy settings may prevent access to websites
while off campus, to restore web access outside the university please follow these steps:

1. With Internet Explorer open, go to the ‘Tools’ menu and choose ‘Internet Options’

2. Go to the ‘Connections’ tab and choose ‘LAN Settings’

3. Untick the boxes ‘Use automatic configuration script’ and ‘Use a proxy server for your LAN’

4. Click OK to close the ‘LAN settings’ dialogue and OK Again to close ‘Internet Options’

Mozilla Firefox
1. With Firefox open, go to the ‘Tools’ menu and choose ‘Options’

) The University of Adelaide - Australia - Mozilla Firefox

Eile  Edit ‘Yisw History Bookmarks | Tools Help

@— viteb Ssarch chr+k
~C X @ W =

Downloads Chrha
8] Most visited 4 Getting Started 5 L« add-ons

Error Console Crl+Shift+1
Page Info

Clear Private Data...  Cbrl+-Shift+Del

Adelaide

Figure 3.1 - Opening Firefox Options


http://www.google.com.au/

2. Go to ‘Advanced’, select the ‘Network’ Tab then press the ‘Settings’ button

options x| c =
- I‘ t“n e,
J ™~ E,I he = L - Configure Proxies ko Access the Inksrmet
O & =) .
Main  Tabs  Cortent Applications  Privacy  Seawrty | Advanced € Mo proxy
" Auto-detect proxy settings For this network
General  Metwork. | Update | Encryption | proxy o =
" Manual proxy configuration:
comnection ) HITP Prasy: [ Bart: | u::’
Canfigure how Firefax connects ta the Internet Settings . T ——————
Offine Storage s proxy: [ rat [ 0
Wseupto | 50| MBof space for the cache Clear Now ETe proxys | Pt [ 0]
¥ Tell me when a website asks to stars data For offine use Exceptions... Gopher Prosy: | Fort: | o:j’
The fallowing websites have stored data for offline use: -
S0CKS Host: [ Park: | uj
£ SOCKSv 5 SOCKS S
tao Proy For: IInca\hnst,lZ?.D‘D.l
Remove. Example zila.org, .net.nz, 192.168.1.0/24
Rgload
ok | cancel | nep | o | cancel | wep |
Figure3.2-The opti ons menu, showi Figure 3.3 —Entering proxy settings

3. Select ‘Automatic proxy configuration URL’ and in the field below it enter http://www.adelaide.edu.au/gigest.pac
4. Click OK to close the ‘Connection Settings’ dialogue then OK again to close the Options window.

Your computer should now be configured for access to external websites — you can test this by attempting to visit an external
website such as Google (www.google.com.au)

Note: This configuration will allow you to access External websites via the University Network; however these proxy settings
may prevent access to websites while off campus, to restore web access outside the university please follow these steps:

With Firefox open, go to the ‘Tools’ menu and choose ‘Options’

Go to ‘Advanced’, select the ‘Network’ Tab then press the ‘Settings’ button

Select the ‘No proxy’ option

Click OK to close the ‘Connection Settings’ dialogue then OK again to close the Options window.

il

Appendix

Certificate Management
If you were not able to find the GoDaddy Class 2 Certificate during Step 6 of the wireless configuration guide you will need to install
the certificate as detailed below

1. Download the GoDaddy Class 2 Certificate from http://www.adelaide.edu.au/its/wireless/configuration/

2. Navigate to the location where you saved the certificate and open it

3. Click the ‘Install Certificate’ button

4. The Certificate Import Wizard will open, click next twice then click finish

5. Adialogue box will appear advising that installation was successful
Troubleshooting

If you experiencing difficulties connecting to the wireless network or following this guide, you can get help from the IT Service Desk

For Staff
Contact the Service Desk on x33000 or email helpdesk@adelaide.edu.au

For Students
North Terrace Campus - Please visit the ‘Student Support Desk'’ located on the Info Desk, Level 3, Barr Smith Library
Please note, opening hours are subject to change, latest times are posted at the Info Desk.

Waite and Roseworthy Campuses — Please contact the Service Desk on x33000 from a campus phone or **1 from any Student
Computing Suite.
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