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System Requirements
9 Microsoft Windows XP Service Pack 2 or above

1 A Computer with in-built or external Wireless (802.11A/B/G/DraftN) Support
1 Active Staff, Student or Visitor access to IT Services with a University ID No. (ie. A1234567)

Wireless Configuration

1. Right click the wireless network icon in the system tray (The areanexttotheclockk and choose ' Vi ew
net wor ks’

Change Windows Firewall settings

Open Network Connections

Repair

Yiew Available Wireless Networks

T7= 9, 6 M 1) %:404M

Figurel.100penng t he OWi rel ess Network Connectiond wi

2. Click the *Change t hentheleftsidebart oénwcbhkietlesshaet Wodks

1) Wireless Network Connection |z|

Network Tasks Choose a wireless networlk
g Refresh network list Click. an item in the list below to connect ko a wireless netwaork in range or ko get more
information.
<2 Set up a wireless network (@)} UofA-WPA10nly s
for a home or small office ﬁ
*_F_‘ Security-enabled wireless netwark (WPAY III!H
Related Tasks ((i)) oty
H‘y Learn about wireless *_.r‘_‘ Security-enabled wireless nekwork (WPA) I“!!
networking «)) eduroam-UofA
* Change the order of i g !
preferred networks "f Security-enabled wireless network (WPA) I“!
9& Grargead ]Open the list of prefer:?d ne]tworks 50 that vou can make changesk
setkings ]l
Unsecured wireless network I“!!
eduroam
((‘ﬂ?')
*_.r‘f' Security-enabled wireless network (WPA) I“!! [
dev-Uofa
((i))
*_.r‘,‘ Security-enabled wireless netwark (WPA) lll!l] v
Conneck

Figurel.20The O Wi rel ess Net Wshowing Llistofrawiable netwodks wi n d o w
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3. Enter the required settings as per figurel.3 I f " WPA2" is not avail-adsee on
choose WPA with TKIP for data encryption.

4. Click the ‘“Authentication’ tab and c¢hangseontlishe * E
page are checked, then click the ‘Properties’ b u
Agsocistion | Authentication | Connection Association | Authentication | Connection
Metwork name [S510]: Ll ofds

wiireless netwaork. key

Thiz netvork requires a key for the fallowing:

Metwork Authentication: WhRAZ b EAP type: | Protected EAP [PEAF) o

Data encryption; AES v
[ Authenticate as computer when computer infarmation is available
[ Authenticate as guest when user or computer informatian is

unavailable
[] This iz a computer-to-computer [ad hoc) network; wireless
access points are hot used
Figurel.30Entering Connection Details Figurel.40 Changing Security Settings

5. Enterthedetailsasperfigurel.5 paying special att ent i otheCetificateltisth e * C

Note You will need to have the GoDaddy Class 2 Certificate installed, by default this is included with Windows XP SP2, if however —this certificate
is not presertrtiflieaste Maadbgetmeent” Csection on page

6. Click the ‘Configure’ button and untick ‘“Automat
ok twice more to close the properties window

Protected EAP Properties @E|

When connecting:

Walidate server certificate

Connect to these servers:
radius. adelaide. edu.au

Trusted Root Certification Authorities: . -
: EAP MSCHAPv2 Properties X
[ GlobalSig ~ —

[] GlobalSign Root
[ GlobalSign Foot T4 When connecting:
[] GLOBALTRUST
Go Daddy Clasz 2 Cerlification Autharity | Automatically use my Windows logon name and
[] Government Foot Certification &utharity password [and daomain if any).

[] GPEIRootCA w
£ >

I (]S l[ Cancel ]

[]Do not prompt: user ko authorize new servers or trusted
certification autharities.

celect futhentication Method: Figurel.60 Disablingautomatic authentication

Secured password (EAP-MSCHAP +Z2) -

[C]Enable Fast Reconnect

[ Ok ” Cancel ]

Figurel.50 Entering PEAP Settings



7. Momentarily, a balloon similar to figure Z.will appear, requesting additional connection information. Click the balloon, If
you see a box similar to figure B then enter your University ID and password (Logon domain left blank), if instead a
dialogue like figure B.click OK to continue. If this balloon incessantly presents itself without connecting, please refer to
the trouble section of this guide.

) Wireless Network Connection X

Click here to select a certificate or other credentials for
connection to the network Uofé

BN &L 11:13aM

Figurel.7- Information Balloon requesting addigilbinformation

Enter Credentials :
Validate Server Certificate

The Root Certification Authority For the server's certificate is:

http: f v valicert . com)
If this is the carrect certificate, click OK to connect and vou will not see
this message again, Click CANCEL ko drop connection,

User name: | Skaff or Student ID (e, al234567) |
Password: | | |
[ Ok ] [ Canicel ]
Figure 1.9 Accepting the root certificate [ o ] [ conca |

Figure 1.8 Entering your University ID and Password

8. You should now be connected to the university Wireless Network, to verify this —double click on the Wireless Network

icon in your system tray, you should see something similar to figure 1.10 within the connection window.
Note You will only have access to Adelaide University internal websites at this point, to get external internet access please follow the proxy
configuration section of this guide.

Connection
Status: Connected
Metwork: Llof,
Duration: 00:00:32
Speed: 54.0 Mbps
Signal Strength: IIIIH

Figure 1.10 A successful connection to UofA

Proxy Configuration

Microsoft Internet Explorer
. With Internet Explorer open, go to the ' Tool s’

2 The University of Adelaide - Australia - Microsoft Internet Explorer

File Edit Wiew Favorites BGLH

. " Mail and Mews L ! ~ T
v \ 7 @ Pop-up Blocker » ‘\_Y‘ PRl @ D’_’_ﬁ' e B -~ _J ﬁ

- Manage Add-ons...
Address @http:,l’,l’www.adelaldu Synchrorize. .

indows Update

Figurel - Opening Internet Options
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Go to the
3. Tick the boxes
L AN’ is unticked

Click OK to cl

General | Security | Privacy | Content COMEDUDHS‘ngrams Advanced

2,

Dial-up and Virtual Private Network settings

Ta set up an Intermnet connection, dick
Setup,

Choose Settings if you need to configure a proxy
server for a connection,

Local Arsa Network [LAN] settings

LAM Settings do nat apply ta dial-up connections,
Chaose Settings abave For dialup settings.

LAN Settings... |

Figure 2.2The Internet Options Window

Connecti
Aut omat i

on

t he

S

‘L

and choose

cally detect

In the Address field, enter http://www.adelaide.edu.au/dig®st.pac
os e

Your computer should now be configured for access to external websites —you can test this by attempting to visit an external

website such as Google (www.google.com.au)

Note This configuration will allow you to access External websites via the University Network; however these proxy settings may prevent access to websites
while off campus, to restore web access outside the university please follow these steps:

. With Internet Explorer o

2. Go t o nteltda i ‘o@an tab and c¢

3. Untick the boxes ‘Use au

4. Click OK to close the ‘L
Mozilla Firefox

1. With Firefoxopen,go t o the ‘ Tool s’

3 The University of Adelaide - Australia - Mozilla Firefox

Elle  Edit ‘“iew History Bookmarks

O c

[ #u
fay | ¥

ools MR

Web Search

Downloads
Add-ons

Error Console
Page Info

Chrl+

Ctrid

Ctrl4shift+1

Clear Private Data... Chrl+Shift+Del

Figure 3.1 Opening Firefox Options

2. Go t

Msin  Tabs  Contsnt  Applications  Privacy  Security  Advanced

o ‘" Advanced’

General | Network | Update |Encryption

Connection

Canfigure how Firefox connects ta the Internet

Offline Storage

Useupto 50 % | MBof space for the cache

Tell me when a website asks ko store data for offling use

The following websites have stored data for offline use:

ok | [ cancel | [ hee

s el

ect

“LAN Sett
settings’

AN settings’ dialogue an
Local Area Network (LAN) Settings
Automatic configuration
Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.
[] automatically detect settings
Use aukomatic configuration scripk
Address |\Ladelaide.edu.au,l’digest-prnxy.pac
Prioy server
@ ;Iiztla_jppgﬁ);y};;ecr:;;;;r‘gno;r‘ LA (These settings will not apply ta
| L1
Figure 2.8Configuring Proxy Servers
pen, go to the ‘Tool s’ n
hoose ‘LAN Settings’
tomatic configuration sc
AN settings’ dialogue an
menu and choose ‘Option
Adelaide
the ‘" Network’ Tab then

Configure Prosies to Access the Tnkernat
O Noprowy
() Auto-detect proxy settings for this network

() Manual praxy configuration:

(%) Aukomatic proxy configuration URL:

|http:p’fwww.adela\de.edu‘aufd\gest-pruxy.pac H Reload l

QK I [ Cancel l [ Help ]



http://www.google.com.au/

Figure3.20The options menu, showi Figure3.30 Entering proxy settgs

3. Sel ect ‘“Automatic proxy c o rhitpi//gwwradetaideccdu.algyest.paa n d

4 Click OK to close the *Connection Settings’ dial

Your computer should now be configured for access to external websites —you can test this by attempting to visit an external
website such as Google (www.google.com.au)

Note: This configuration will allow you to access External websites via the University Network; however these proxy settings
may prevent access to websites while off campus, to restore web access outside the university please follow these steps:

. With Firefox open, go to the ‘Tool s’ menu and ch
2. Go to ‘' Adwotantctea’ ', Nestewor k'’ Tab then press the ' Se
3. Select the ‘" No proxy’ opti on
4 Click OK to close the ‘Connection Settings’ dial
Appendix
Certificate Management
If you were not able to find the GoDaddy Class 2 Certificate during Step 6 of the wireless configuration guide you will need to install
the certificate as detailed below
1. Download the GoDaddy Class 2 Certificate from http://www.adelaide.edu.au/its/wireless/configuration/
2. Navigate to the location where you saved the certificate and open it
3. Click the “lInstall Certificate’ button
4. The Certificate Import Wizard will open, click next twice then click finish
5. Adialogue box will appear advising that installation was successful
Troubleshooting
If you experiencing difficulties connecting to the wireless network or following this guide, you can get help from the IT Service Desk
For Staff
Contact the Service Desk on x33000 or email helpdesk@adelaide.edu.au
For Students
North Terrace Campus—P| ease vi sit the *‘Student Support Desk’™ || o

Please note, opening hours are subject to change, latest times are posted at the Info Desk.

Waite and Roseworthy Campuses —Please contact the Service Desk on x33000 from a campus phone or **1 from any Student
Computing Suite.
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